
 

 

 

 

 

 

 

 

Cyberspace and Laptop Compliance Policy 

 

(Years 7 to 12) 

 

 

 

 

 

 

 

 

 

 

 

 
 



 

ECCS SECONDARY SCHOOL                                      
CYBERSPACE AND LAPTOP COMPLIANCE POLICY_V1     Page 2 of 10 

 

POLICY DETAILS AND DOCUMENT MANAGEMENT 

Author: Deputy Principal Curriculum Secondary                  Approved by: Board approval 

Endorsed by: School Principal K-12  Review Due: November 2021 

Published: November 2020  

 

Policy Level Dissemination For Application For Information 

Board ☐ Board ☐ ☒ 

School ☒ Executive Staff ☒ ☐ 

 ☐ Administrators ☒ ☐ 

 Access ☐ All Staff ☒ ☐ 

Open ☒ Students ☒ ☐ 

Restricted ☐ Public (Website) ☐ ☒ 

 
REVISION HISTORY 
 

Published Version Approved By File Name 

01/11/2020 1.0 Board Cyberspace and Laptop Compliance Policy 

    

    

 

GENEALOGY 
 

This Policy replaces:  

This Policy was cancelled and superseded by: 

 

 

 

 

  



 

ECCS SECONDARY SCHOOL                                      
CYBERSPACE AND LAPTOP COMPLIANCE POLICY_V1     Page 3 of 10 

 

CONTENTS 

PREAMBLE .................................................................................................................................................................................... 4 

SCOPE ............................................................................................................................................................................................ 4 

CONTEXT ....................................................................................................................................................................................... 4 

POLICY ........................................................................................................................................................................................... 4 

1. ACCEPTABLE USE OUTLINE ......................................................................................................................................... 4 

2. TECHNOLOGIES COVERED .......................................................................................................................................... 5 

3. USAGE POLICIES............................................................................................................................................................ 5 

4. WED ACCESS ................................................................................................................................................................. 5 

5. EMAIL ............................................................................................................................................................................. 5 

6.  SOCIAL MEDIA COMMUNICATION ............................................................................................................................ 5 

7.  MOBILE DEVICES ............................................................................................................................................................ 5 

8.   PERSONALLY OWNED DEVICES .................................................................................................................................. 6 

9.  SECURITY ......................................................................................................................................................................... 6 

10. DOWNLOADS ................................................................................................................................................................ 6 

11. PERSONAL SAFETY ........................................................................................................................................................ 6 

12. CYBERBULLYING ........................................................................................................................................................... 7 

13. EXAMPLES OF ACCEPTABLE USE ................................................................................................................................ 7 

14. EXAMPLES OF UNEXEPTABLE USE ............................................................................................................................. 7 

15. LIMITATION OF LIABILITY ............................................................................................................................................ 8 

16. VIOLATIONS OF THIS ACCEPTABLE USE POLICY ...................................................................................................... 8 

17. DAILY LOAN LAPTOPS .................................................................................................................................................. 8 

18. STUDENT USE OF DIGITAL DEVICES AND ONLINE SERVICES ON CAMPUS.......................................................... 9 

AKNOWLEDGEMENT FORM........................................................................................................................................................ 10 

 

 

 

 

 

 

 

 

 

 



 

ECCS SECONDARY SCHOOL                                      
CYBERSPACE AND LAPTOP COMPLIANCE POLICY_V1     Page 4 of 10 

 

PREAMBLE 

This policy is provided to all secondary students at Emmanuel Christian Community School. 
 
Our aim is to encourage excellence in character and academic pursuits we want to be the best in educational 
practice and above all we seek to place Christ first.  
 
As educators we are called to partner with parents in determining the correct basis of pastoral care and 
relationship – not by simply writing policies but by living in a relationally correct way and caring for one another 
in the correct servant manner. 
 
Emmanuel Christian Community School recognizes that access to technology in school gives students and teachers 
greater opportunities to learn, engage, communicate, and develop skills that will prepare them for work, life, and 
citizenship.  
 
We are committed to helping students develop 21st-century technology and communication skills. 
To that end, we provide access to technologies for student and staff use.  
 
This Acceptable Use Policy outlines the guidelines and behaviors that users are expected to follow when using 
school technologies or when using personally owned devices on the school campus. 
 

SCOPE 

All members of Emmanuel Christian Community School staff and volunteers must comply with this policy. 

The School is committed to safeguarding and promoting the safety, welfare and wellbeing of children and young 
people and expects all staff and volunteers to share this commitment 

CONTEXT 

Emmanuel Christian Community School may, from time to time, review and update this policy to take account of 
changes to the school’s operations and practices and to make sure it remains appropriate to the changing legal 
and school environment. 

POLICY 

1. ACCEPTABLE USE OUTLINE 
 

• The network is intended for educational purposes. 
• All activity over the network or using district technologies may be monitored and retained. 
• Access to online content via the network may be restricted in accordance with our policies and federal 

regulations, such as the Children’s Internet Protection Act (CIPA). 
• Teachers and students are expected to follow the same rules for good behaviour and respectful conduct online 

as offline. 
• Misuse of school resources can result in disciplinary action. 
• We make a reasonable effort to ensure teachers and students’ safety and security online but will not be held 

accountable for any harm or damages that result from misuse of school technologies. 
• Users of the network or other technologies are expected to alert IT staff immediately of any concerns for safety 

or security. 
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2. TECHNOLOGIES COVERED 

Emmanuel Christian Community School may provide Internet access, desktop computers, mobile computers or 
devices, videoconferencing capabilities, online collaboration capabilities, message boards, email, and more. 

As new technologies emerge, Emmanuel Christian Community School will attempt to provide access to them. The 
policies outlined in this document are intended to cover all available technologies, not just those specifically listed. 

3. USAGE POLICIES 

All technologies provided by Emmanuel Christian Community School are intended for educational purposes. All 
users are expected to use good judgment and to follow the specifics of this document as well as the spirit of it: be 
safe, appropriate, careful and kind; don’t try to get around technological protection measures; use good common 
sense; and ask if you don’t know. 

4. WED ACCESS 

Emmanuel Christian Community School provides its users with access to the Internet, including web sites, 
resources, content, and online tools. That access will be restricted in compliance with CIPA regulations and school 
policies. Web browsing may be monitored, and web activity records may be retained indefinitely. 

Users are expected to respect that the web filter is a safety precaution and should not try to circumvent it when 
browsing the Web. If a site is blocked and a user believes it should not be, the user should follow protocol to alert 
an IT staff member or submit the site for review. 

5. EMAIL 

Emmanuel Christian Community School may provide users with email accounts for the purpose of school-related 
communication. Availability and use may be restricted based on school policies. 

If users are provided with email accounts, they should be used with care. Users should not send personal 
information; should not attempt to open files or follow links from unknown or untrusted origin; should use 
appropriate language; and should only communicate with other people as allowed by the district policy or the 
teacher. 

Users are expected to communicate with the same appropriate, safe, mindful, courteous conduct online as offline. 
Email usage may be monitored and archived. 

6.  SOCIAL MEDIA COMMUNICATION 

Recognizing that collaboration is essential to education, Emmanuel Christian Community School may provide 
users with access to web sites or tools that allow communication, collaboration, sharing, and messaging among 
users. 

Users are expected to communicate with the same appropriate, safe, mindful, courteous conduct online as offline. 
Posts, chats, sharing, and messaging may be monitored. Users should be careful not to share personally identifying 
information online. 

7.  MOBILE DEVICES 

Emmanuel Christian Community School may provide users with mobile computers or other devices to promote 
learning both inside and outside of the classroom. Users should abide by the same acceptable use policies when 
using school devices off the school network as on the school network. 

Users are expected to treat these devices with extreme care and caution; these are expensive devices that the 
school is entrusting to your care. Users should report any loss, damage, or malfunction to IT staff immediately.  
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Use of school-issued mobile devices, including use of the school network, may be monitored. 

8.   PERSONALLY OWNED DEVICES 

STAFF  

May use personally owned devices (including laptops, tablets, smartphones, and cell phones) at any time during 
school hours. However, such use should not interfere with the delivery of instruction by a teacher or staff or 
creates a disturbance in the educational environment.  Any misuse of personally owned devices may result in 
disciplinary action.  Therefore, proper netiquette and adherence to the acceptable use policy should always be 
used.  In some cases, a separate network may be provided for personally owned devices. 

STUDENTS  

The use of personally owned devices (including laptops, tablets, smartphones and cell phones) is not allowed at 
any time during school hours. 

9.  SECURITY  

Users are expected to take reasonable safeguards against the transmission of security threats over the school 

network. This includes not opening or distributing infected files or programs and not opening files or programs of 

unknown or untrusted origin. If you believe a computer or mobile device you are using might be infected with a 

virus, please alert IT. Do not attempt to remove the virus yourself or download any programs to help remove the 

virus. 

10. DOWNLOADS  

Users should not download or attempt to download or run .exe programs over the school network or onto school 
resources without express permission from IT staff. You may be able to download other file types, such as images 
of videos. For the security of our network, download such files only from reputable sites, and only for educational 
purposes. 

NETIQUETTE 

• Users should always use the Internet, network resources, and online sites in a courteous and respectful 
 manner. 

• Users should also recognize that among the valuable content online is unverified, incorrect, or  
inappropriate content. Users should use trusted sources when conducting research via the Internet. 

• Users should also remember not to post anything online that they wouldn’t want parents, teachers, or  
future colleges or employers to see. Once something is online, it’s out there—and can sometimes be  
shared and spread in ways you never intended 

PLAGIARISM 

• Users should not plagiarize (or use as their own, without citing the original creator) content, including 
 words or images, from the Internet. 

• Users should not take credit for things they didn’t create themselves, or misrepresent themselves as an  
author or creator of something found online. Research conducted via the Internet should be  
appropriately cited, giving credit to the original author. 

11. PERSONAL SAFETY 

If you see a message, comment, image, or anything else online that makes you concerned for your personal 

safety, bring it to the attention of an adult (teacher or staff if you’re at school; parent if you’re using the device 

at home) immediately. 

• Users should never share personal information, including phone number, address, social security  
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number, birthday, or financial information, over the Internet without adult permission. 
• Users should recognize that communicating over the Internet brings anonymity and associated risks and  

should carefully safeguard the personal information of themselves and others. 
• Users should never agree to meet someone they meet online in real life without parental permission. 

12. CYBERBULLYING 

Cyberbullying will not be tolerated. Harassing, dissing, flaming, denigrating, impersonating, outing, tricking, 
excluding, and cyberstalking are all examples of cyberbullying. Do not be mean. Do not send emails or post 
comments with the intent of scaring, hurting, or intimidating someone else. 

 
Engaging in these behaviors, or any online activities intended to harm (physically or emotionally) another person, 
will result in severe disciplinary action and loss of privileges. In some cases, cyberbullying can be a crime. 
Remember that your activities are monitored and retained. 

13. EXAMPLES OF ACCEPTABLE USE 

All Students must agree to not: 

• Use school technologies for school-related activities and research. 
• Follow the same guidelines for respectful, responsible behavior online that I am expected to follow  

offline. 
• Treat school resources carefully, and alert staff if there is any problem with their operation. 
• Encourage positive, constructive discussion if allowed to use communicative or collaborative  

technologies. 
• Alert a teacher or other staff member if I see threatening/bullying, inappropriate, or harmful content  

(images, messages, posts) online. 
• Use school technologies at appropriate times, in approved places, for educational pursuits only. 
• Cite sources when using online sites and resources for research; ensure there is no copyright  

infringement. 
• Recognize that use of school technologies is a privilege and treat it as such. 
• Be cautious to protect the safety of myself and others. 
• Help to protect the security of school resources. 
• If students use inappropriate images, the device will be taken from the student, placed in a sealed  

envelope signed by the school Principal and the teacher and then the student’s parents will be  
contacted. 

This is not intended to be an exhaustive list. Users should use their own good judgment when using school 
Technologies. 

14. EXAMPLES OF UNEXEPTABLE USE 

All Students must agree to not: 

• Use school technologies in a way that could be personally or physically harmful to myself or others. 
• Search inappropriate images or content.  
• Engage in cyberbullying, harassment, or disrespectful conduct toward others–staff or students. 
• Try to find ways to circumvent the school’s safety measures and filtering tools. 
• Use school technologies to send spam or chain mail. 
• Plagiarize content I find online. 
• Post personally identifying information, about myself or others. 
• Agree to meet someone I meet online in real life. 
• Use language online that would be unacceptable in the classroom. 
• Use school technologies for illegal activities or to pursue information on such activities. 
• Attempt to hack or access sites, servers, accounts, or content that isn’t intended for my use. 
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This is not intended to be an exhaustive list. Users should use their own good judgment when using school 
technologies. 

15. LIMITATION OF LIABILITY 

Emmanuel Christian Community School will not be responsible for damage or harm to persons, files, data, or 
hardware. While Emmanuel Christian Community School employs filtering and other safety and security 
mechanisms, and attempts to ensure their proper function, it makes no guarantees as to their effectiveness. 
Emmanuel Christian Community School will not be responsible, financially or otherwise, for unauthorized 
transactions conducted over the school network. 

16. VIOLATIONS OF THIS ACCEPTABLE USE POLICY 

Violations of this policy may have disciplinary repercussions, including: 

• Suspension of network, technology, or computer privileges in extreme cases 
• Notification to parents in most cases 
• Detention or suspension from school and school-related activities 
• Legal action and/or prosecution 

17. DAILY LOAN LAPTOPS 

1. All students are required to purchase an ECCS compliant laptop for use on campus. Non-compliant laptops 
are not to be used on campus and network access will not be granted.   

The school cannot guarantee continued access to a daily loan unit at school for students who do not have a 
compliant laptop.  We only have a limited number of loan units and cannot continue to loan laptops to 
students for a prolonged indefinite period. These loans units are only made available on a temporary basis 
while students are either waiting for the delivery of a new/replacement laptop or for their unit to be repaired 
under warranty by the manufacturer/supplier.  

Students will not be allowed indefinite access to a daily loan unit if there is no proof of reasonable measures 
taken to replace, repair or acquire a new laptop as required. A period of grace (i.e. normally 3 weeks) will be 
granted and Parents/Guardians will be notified that unless measures are taken to replace, repair or acquire 
a compliant laptop, the student concerned will no longer be allowed to borrow a daily loan laptop. Of course, 
if there are extenuating circumstances, the matter will be negotiated on a case by case basis. 

2. Students should collect loan laptops during Form Period only - unless there are extenuating circumstances 
(e.g. arrived at school after form period, student’s laptop malfunctions during class).  
 
Students should also have a note from their form/classroom teacher to visit the I.T. office during Form and 
Class periods (teachers may also email or send a team message).  
Students are to return the daily loan laptop at the end of the school day and may not take the unit home. 
They will be issued an infringement for failing to return the laptop at the end of school. 
 

3. Students may still be sent, with a formal note, to the I.T. room where critical help and technical support is 
Needed to participate with their laptops in classroom activities.  
 
 This includes:  

• FamilyZone access issues 
• Password and Network issues – but please use the Login and Password link which has been  

distributed before sending students out of class. Only send students if the login/password on record 
fails. 

• Laptops which are faulty and having power issues (e.g. will not start up, display failure, keypad  
failing). We do not, however, have spare chargers to loan out to students.  Students may bring their 
laptops to be charged during lunch. 
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NOTE: I.T. support is available during Form period, Lunch time and, also between 3.15pm and 3.30 pm, each school 
day for addressing their general I.T. needs and issues. 

FAMILYZONE: REQUEST TO CHANGE FAMILY ZONE RESTRICTIONS DURING SCHOOL HOURS 

The Family Zone access restrictions will not be changed from ‘school’ to ‘play’ time during school hours unless a 
parent or guardian SPECIFICALLY contacts the school to do so when a student is absent from school. Requests 
sent by students will not get a response. The school hour restrictions do not apply to public holidays, term holidays 
and weekends 

18. STUDENT USE OF DIGITAL DEVICES AND ONLINE SERVICES ON CAMPUS 

1. Students have a right to expect secure access to the internet and selected online services as a part of their 
education.  

2. Access to the internet and online communication services are provided for the exclusive 
purpose of research, learning and communication between students and staff.  

3. Students have a responsibility to report inappropriate behaviour and material to their teacher. The 
school’s I.T. resources and student laptops must not be used for unlawful, offensive, or otherwise improper 
activities including: 

 
a. for material that is pornographic, hateful, racist, sexist, abusive, obscene, discriminatory,  

offensive or threatening 
b. to stalk, bully, harass, spread malicious rumours, defame, or breach copyright. 
c. For playing games or participating in unauthorised social media platforms. 

 
4. Internet and online communication services are provided with appropriate safeguards, monitoring and 

web filtering (e.g. Firewalls, FamilyZone), and students must not attempt to disable or defeat these 
protections. Students must not share passwords or use another person’s account. 

5. Authorised staff members (. e.g. principal, deputies, chaplains, year co-ordinators) can monitor your use 
of the school’s I.T. resources and laptop if they have a valid reason for doing so. 

6. Students must abide by the rules in place regarding the use of mobile phones while on school grounds or 
on excursions. Students are not to use their mobile phones on campus and must not try and circumvent 
the school network by hot spotting with their mobile phone. 

7. A breach of the policy is regarded seriously, and any breach will be addressed on a case by cases basis as 
required and appropriate. 

 

 

 

 

 

 

 

 

 

 



 

ECCS SECONDARY SCHOOL                                      
CYBERSPACE AND LAPTOP COMPLIANCE POLICY_V1     Page 10 of 10 

 

  

SECONDARY SCHOOL 

     CYBERSPACE AND LAPTOP COMPLIANCE POLICY 

 (YEARS 7 - 10) 
 

AKNOWLEDGEMENT FORM 

 
Student’s Name: ____________________________________________________________ 

                                                               (First name and surname) 

 

I have read and understood the conditions of the Cyberspace and Laptop Compliance Policy as set out in this 

document. 

 

Student Signature: __________________________________________________________ 

 

Parent’s Signature: _________________________________________________________ 

 

Parent’s Name: ____________________________________________________________ 

 

Date: _______________________ 

 

To be returned to your Form Teacher by the end of Week 1 Term 1.  


